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It is important to collect, store and analyze log files in detecting security events that 

occur in information systems. Every user activity, login attempts, service startups, network 

connections, and errors are logged in. With the help of these records, it is possible to 

identify potential security incidents occurring within the system, determine the source of 

the attack, and reconstruct the sequence of events. In the practical part of this thesis, the 

concept of detecting security breaches by analyzing authentication logs on Linux systems 

was developed. Case studies were organized based on the Ubuntu Server operating system, 

SSH service, auth.log file, and journalctl log system. Through this approach, brute-force 

attack, failed authentication attempts, the possibility of unauthorized access, and time-

based attack detection capabilities are created. 

The concept of log collection and analysis. The main purpose of the proposed 

concept is to log authentication events that occur on a Linux server, analyze them, and 

identify suspicious security events. At the same time, the focus is focused on monitoring 

the login attempts via SSH service. The concept of log collection and analysis consists of 

the following stages: 

1. organization of the test environment; 

2. Running SSH on Ubuntu Server 

3. attempt to connect via SSH from another Linux device; 

4. Produce failed authentication events by entering the wrong password; 

5. make the connection with the correct password; 

6. Analysis of auth.log and journalctl entries; 

7. Separation of Failed password and Accepted password records; 

8. Identify suspicious IP addresses; 

9. Form a timeline; 

10. Determination of the type of attack and development of defensive measures. 
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This concept allows detecting signs of cyberattacks through log analysis in a simple 

laboratory environment. Specifically, the auth.log file is the primary source for detecting 

brute-force attacks against the SSH service. 

 
Figure 1.1. Architecture of a Test Environment for Log Analysis 

Test environment architecture. A local test environment was established to conduct 

the case study under safe and controlled conditions. The test environment will consist of 

two main devices: Ubuntu Server, which acts as a server, and a client device with the 

Linux operating system that simulates the attack. 

Ubuntu Server enables SSH and accepts connections over the network. Attempts to 

connect client device to server via SSH. In some attempts the password is deliberately 

entered incorrectly, which results in "Failed password" entries appearing in the auth.log 

file on the server. The correct password is then entered and a successful authentication 

event is generated. This means that the "Accepted password" entry is saved in the log file. 

Through this architecture, the events that occur in the authentication process are 

observed in a practical way. The log entries generated on the server are then analyzed 

using command line utilities. 

Components used in the test environment. Several software and hardware 

components are used when building a test environment. Each of these components 
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performs a unique function in the entire process of collecting, storing, processing, and 

analyzing logs. The effective operation of the system depends on the interaction of these 

components. 

The first major component was chosen the Ubuntu Server operating system, which 

will also act as a server in your test environment. The SSH service is started on the server 

and all authentication-related events are logged in log files. Ubuntu Server is extremely 

usable, stable, and provides support for security tools, making it a easy platform for 

research. 

The second component is a client device with the Linux operating system. Attempts 

to connect from this device to the server via SSH. With the help of the client device, 

successful and unsuccessful authentication cases are artificially generated, resulting in the 

server logs that are necessary for analysis. The SSH (Secure Shell) service is one of the 

central elements of your test environment. It provides the possibility of remote control and 

secure connection through the network. Every connection attempt to SSH, password 

checks, and authentication results are logged in log files. The primary source of log data is 

/var/log/auth.log. This file keeps track records of user login attempts, incorrect password 

type, authentications, and other security events. Which is why the auth.log file is one of the 

most important sources of security analysis. In addition, the journalctl tool maintained by 

the systemd journal system is also used. With this tool, service activity, system events, and 

SSG-related records can be viewed and filtered by time-range. This makes it possible to 

determine the sequence of events and form an attack timeline. 

Table 2.1 

Components used in the test environment 

Component Function: 

Ubuntu Server 

It was used as the primary server in the research environment. SSH 

has the task of running SSH, storing authentication logs, and 

logging of attacks. 

Linux Client 
Used to perform SSH connection attempts. Allows for modeling of 

brute-force and unauthorized entry scenarios. 

SSH Service 

(OpenSSH) 

Provides a remote secure connection between server and client 

devices. Authentication processes are done through this service. 

/groom/people/auth.log 

On a Linux system, it is a primary log file that logs all events 

related to authentication and authorization. This is where SSH login 

attempts are stored. 

journalctl 
Systemd is a tool for viewing and analyzing log entries. Provides 

detailed information about services activities and system events. 

Grep 
It is a command-line utility used to filter and search for necessary 

entries from log files. Allows for quick detection of specific events. 
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AWK 
Logs are used to extract and process information, such as time, IP 

address, username, etc. 

sort / uniq 

Used to sort through log data and group recurring events. Especially 

useful when detecting a large number of attempts from the same IP 

address. 

Command-line utilities like grep, awk, sort, and uniq are used when analyzing logs. 

While grep allows for a quick search and filtering of the necessary records, AWK serves to 

extract important fields from log rows. And the sort and uniq commands allow grouping IP 

addresses or events and counting their number of times. Together, the components used in 

the test environment form the complete lab infrastructure needed to collect, process 

authentication logs, and detect security leaks. 

 

When these components work together, a sufficient lab environment is formed to 

analyze authentication logs and detect security breaches. 

Log sources. The test environment uses auth.log and journalctl entries as the 

primary log sources. 

auth.log. The auth.log file logs authentication-related events on Ubuntu Server. 

Login attempts via SSH, incorrect password entry, successful authentication, and sudo 

actions are stored in this file. For example: 

Failed password for server from 192.168.0.108 

Accepted password for server from 192.168.0.108 

With the help of these records, it is possible to determine which IP address the login 

attempts were made and whether those attempts succeeded or failed. 

Journalctl. journalctl is used to analyze systemd journal entries. With it, SSH 

service-specific events can be filtered by time, isolated records from specific time 

intervals, and generate an attack timeline. Example: 

sudo journalctl -u ssh 

or: 

sudo journalctl -u ssh --since "2025-09-18 01:00" --until "2025-09-18 04:00" 

By using these commands, all SSH service-related events are addressed, or at some 

time interval. 

A Mechanism for Analyzing Logs. The logging process prioritizes authentication-

related records that are isolated. To do this, the command grep is used. 

sudo grep "Failed password" /var/log/auth.log 

This command shows all failed authentication attempts. In the next step, IP 

addresses are isolated and their duplicate count is calculated. 

grep "Failed password" /var/log/auth.log |grep -oE '[0-9]+\.[0-9]+\.[0-9]+\.[0-9]+' | 

black | uniq -c 

This command groups cases of incorrect password entering by IP address and 

shows how many attempts each IP address made. The following command is used to 

analyze events over time: 

sudo grep "Failed password" /var/log/auth.log | awk '{print $1,$2,$3}' 
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This command extracts time-sensitive information from log records and is used to 

generate an attack timeline. 

Criteria for detecting attacks. Several criteria are used to detect security breaches in 

test environments. These criteria are based on recurrence in log entries, time intervals, and 

IP address. 

Based on these criteria, log records are analyzed and security incidents are assessed. 

The proposed test environment offers several advantages: 

1. simple and understandable structure; 

2. the ability to work on the basis of real Linux logs; 

3. hands-on analysis of SSH authentication events; 

4. the ability to draw up an attack timeline; 

5. perform pre-analysis even without an additional SIEM system; 

6. the option to expand later with Fail2ban, Wazuh, or ELK Stack. 

 

Table 1.2 

Criteria for logging-based attack detection 

Criterion Description Possible attack type 

Many attempts in a 

short time 

Logging of many Failed Password or 

Authentication Failure records in short 

intervals from one IP address. 

Brute-force hujumi 

Try rooting account 

Detection of attempts to  log into root or 

administrator accounts via SSH or other 

authentication services. 

Attack on admin 

account 

Failed Login’dan 

keyin Successful 

Login 

Record of successful login after multiple 

failed authentication attempts. 

Unauthorized access or 

account compromise 

Constant time-

interval attempts 

Observation of repeated login attempts every 

5–10 minutes or at a certain interval. 

Time-based brute-force 

hujumi 

Logging in from an 

unknown IP address 

The system detects connections from a 

previously untracked or untrusted geographic 

area. 

Suspicious Activity or 

Unauthorized Access 

This approach is practically convenient for a bachelor's degree project and allows 

you to demonstrate the process of detecting security breaches by analyzing log files in a 

simple and understandable way. In this paragraph, the concept of a log collection and 

analysis system and the architecture of the test environment are developed. The test 

environment consisted of Ubuntu Server, SSH service, auth.log, journalctl, and a Linux 

client device. In this environment, authentication events are thrown and log entries are 

analyzed using GREP, AWK, SORT, and UNIQ tools. The proposed architecture would 

provide an adequate framework for detecting brute-force, unauthorized access, and time-

based attack marks. The next paragraph provides a practical overview of the process for 

detecting security breaches based on Linux authentication logs in this test environment. 
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CONCLUSION 

In this thesis project, the topic "Detection of security breaches by analyzing log 

files" was studied. In the course of the work, the concept of log files, their types, the main 

sources of logs in Windows and Linux operating systems, and the importance of logs in 

information security were analyzed. Logs are an important source of information that 

records events that occur in the system, and it was substantiated to substantiate user 

actions, authentication processes, system failures, and security breaches. 

In the theoretical part, methods to detect cyberattacks based on security incidents 

and logs are examined. In particular, the log records of attacks such as brute-force, 

unauthorized access, privilege escalation, and time-based brute-force were highlighted in 

the logs. Also, the functions of log monitoring and analysis tools such as auth.log, syslog, 

journalctl, Event Viewer, SIEM systems, grep, awk, tail are studied. Possibility to identify 

security insiders via log collection, filtering, timesheet generation, and event correlation 

has been demonstrated. 

The results of the diploma project showed that the systematic collection, storage and 

analysis of log files is one of the effective ways to detect security breaches in information 

systems. Brute-force and unauthorized login attempts can be detected at an early stage, 

especially by analyzing SSH authentication events based on auth.log and journalctl records 

on Linux systems. The proposed approach can be used as a practical solution for 

organizing security monitoring, checking for insiders, and strengthening system protection 

in small and medium-sized information systems. 
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