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Abstract: Background. Classified document systems in defence organisations still rely
largely on lattice-based mandatory access control (MAC) and role-based access control
(RBAC). These models decide on static labels and ignore need-to-know, the state of the
requesting device, and behavioural risk, which leaves them exposed to credential
compromise, insider misuse and bulk aggregation. Objective. To design and evaluate a
hybrid access-control model for confidential documents that combines a Bell-LaPadula
lattice, attribute-based access control (ABAC), context and risk evaluation, and a two-
person rule for the highest classification. Methods. The model was specified formally and
compared with MAC, RBAC and static ABAC in a Monte Carlo simulation of 120,000
requests per run (10 runs) over a synthetic population of 1,500 subjects and 6,000
documents, with four attack classes. Results. In this synthetic setting the hybrid model
granted 0.94% of malicious requests, against 75.11% for MAC, 81.83% for RBAC and
39.93% for static ABAC, while denying 2.59% of legitimate requests. Conclusions.
Adding contextual and risk-adaptive conditions to a lattice-plus-ABAC core removes most
residual attack paths at a modest availability cost. Because the evaluation is simulated, the
figures show the direction and approximate size of the effect and must be confirmed with
operational data.

Keywords: access control; attribute-based access control; Bell-LaPadula; zero trust;
classified information; military information systems; risk-adaptive authorization.

1. Introduction

Military information systems hold documents whose disclosure can cost lives,
compromise operations or damage alliances. The access-control foundations for such
systems were laid in the 1970s. The Bell-LaPadula model [1] formalised the "no read up,
no write down" rules over a lattice of classification levels and compartments [3], and the
Biba model [2] added the dual concern of integrity. These models remain the conceptual
basis of mandatory access control in national security systems, and they give strong,
provable guarantees about information flow between labels.

Operational reality has moved on. Coalition operations, expeditionary networks,
mobile devices and contractors mean that the person requesting a document, the device in
their hand and the network path are all variable. Three weaknesses of label-only control
follow. First, clearance is necessary but not sufficient: a holder of a Secret clearance
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should still see only the documents their mission requires, which is the need-to-know
principle that a pure lattice does not express [13,19]. Second, a stolen credential is
indistinguishable from its owner at the label level. Third, many individually authorised
reads can add up to a compromise that no single decision reveals, a problem recognised
: since the Chinese Wall policy [5] and now known as aggregation risk.

ﬂ RBAC [6,7] improved administration by granting permissions through roles, but
roles are coarse and, as Kuhn et al. observed, accumulate attribute-like exceptions over
time [20]. ABAC evaluates attributes of the subject, the object, the action and the
environment against policy [8]. It generalises DAC, MAC and RBAC [11] and has an
extensive research literature [10]. At the same time, zero-trust architecture [9] and the
Department of Defense zero-trust strategy [17] argue that every request should be
authorised dynamically, using the best available evidence about the requester and the
context, rather than by network location or a one-time login.

What has not been shown clearly is how much each additional layer buys. Operators
need to know whether adding ABAC to a lattice is enough, or whether context and risk
signals are also required, and what each choice costs in denied legitimate work. This article
therefore asks: to what extent does a hybrid model that combines lattice rules, ABAC
need-to-know, contextual risk and a two-person rule reduce unauthorised access to
confidential documents compared with MAC, RBAC and static ABAC, and at what
cost to legitimate users? The contributions are (i) a formal hybrid model, (ii) a
reproducible simulation design with four attack classes, and (iii) a quantitative comparison
with a sensitivity analysis of the key risk threshold.

2. Methods

2.1 Study design and threat model

The study is a comparative simulation. Four decision models were implemented and
applied to the same stream of access requests, so that differences are attributable to the
model and not to the data. The threat model covers four classes of malicious request,
chosen because each defeats a different class of control (Table 1).

Table 1. Attack classes used in the evaluation and their share of malicious traffic.
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Attack class Description Share of Passes labels?

malicious

Insider overreach Cleared user reads documents outside their 35% Yes
missions (no need-to-know)

PRACTICE

. f INTERNATIONAL Internat

£ Compromised Valid credentials used from an untrusted 30% Yes
¢ credential device, usually from an insecure network
Privilege Request for documents above clearance or 25% No
escalation without required compartments
Bulk aggregation Authorised documents requested at an 10% Yes

abnormally high rate
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2.2 Comparison with classical models

Table 2 summarises what each model can express. The proposed model keeps the
fl ~lattice as a non-bypassable floor, which preserves the information-flow guarantees of Bell—
LaPadula, and adds conditions that narrow, never widen, what the lattice would allow.

Table 2. Capabilities of the access-control models compared.

E‘ Capability BLP/MAC RBAC Static ABAC  Proposed hybrid
d P, Classification  and Yes Partial Yes Yes
Q_) compartments
& Need-to-know No Partial Yes Yes
g (mission)
@ Device and network No No No Yes
é—i} context
] Behavioural risk and No No No Yes
g rate
O Step-up No No No Yes
O authentication
Two-person rule No No No Yes
e (Top Secret)
CG Formal information- Yes No Not by default  Yes (lattice floor)

flow guarantee

2.3 The proposed hybrid model

The architecture follows the policy-enforcement and policy-decision split used in
zero-trust designs [9] and is shown in Figure 1. A policy enforcement point (PEP)
intercepts every request and asks a policy decision point (PDP), which evaluates the policy
using attributes from the attribute stores and signals from the context services. Every
decision is written to a hash-chained audit log to support accountability.
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davice posture, network, s CICABOCE, COMPATMEntS,
risk score, behaviow mission. handling tags

Figure 1. Proposed hybrid access-control architecture.
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Let a subject s request action a on document o. The classification levels are

Unclassified < Restricted < Secret < Top Secret. The attributes used are listed in Table 3.
A request is permitted only if all of the following hold:

Permit(s,0,a) = LACANAX VS AT
= where L is the Bell-LaPadula simple-security condition, clr(s) > cls(o); C requires
Eﬂ the subject's compartments to include all compartments of the document; N requires the
document's mission to be among the subject's assigned missions; X is the context

E‘lnn 2

request rate

Process Second approver Condition T for Top Secret
availability

7P, TS T . .
QS » condition, requiring a trusted device, a secure network, a risk score below the threshold t
3 2 and a request rate below p; S allows a degraded context (untrusted device or network) to be
g 5 redeemed by successful step-up authentication, provided the document is not Top Secret
D ¥ and the risk and rate conditions still hold; and T requires approval by a second authorised
< g person when cls(o) is Top Secret. The conjunction means the model can only deny more
QDY than the lattice does, which preserves the lattice guarantees.
e é Table 3. Attributes evaluated by the policy decision point.
C} @ Category Attribute Role in the decision
O 8 Subject Clearance level; Conditions L, Cand N
o compartments;
v assigned missions
e = Object Classification; Conditions L, C,Nand T
o\ % compartments;
g &= mission tag; handling
o g caveat
o pun{ 2 . . . . .
s Environment Device posture; Condition X; degraded values trigger step-up in
—_— network zone S
v
§ Behaviour Risk score in [0,1]; Condition X against T and p
Q
<
3
Q.
O

2.4 Simulation design

Each run generated 1,500 subjects (clearance distribution 25%, 30%, 30% and 15%
from Unclassified to Top Secret; each assigned three of 40 missions; five compartments),
six roles with different maximum classification, and 6,000 documents (classification mix
20%, 30%, 35%, 15%). Each run issued 120,000 requests, of which 85% were legitimate
and 15% malicious, split among the four attack classes in Table 1. Legitimate requests
satisfied the full oracle policy; 7% came from untrusted devices, 5% from insecure
networks and 3% were exceptional field use with elevated risk. Step-up authentication
succeeded for 92% of legitimate users and 10% of attackers, and a second approver was
reachable for 88% of legitimate and 10% of malicious Top Secret requests. Risk scores
followed Beta distributions with higher means for compromised-credential and aggregation
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attacks. The thresholds were t = 0.45 and p = 0.6. The experiment was repeated for 10

independent random seeds.

Two outcome measures were used: the false-accept rate (FAR), the share of
malicious requests granted, and the false-reject rate (FRR), the share of legitimate requests
E : denied. A sensitivity analysis varied t from 0.2 to 0.8 (five seeds per value). Results are

‘ reported as mean + standard deviation over runs. Important limitation: the population,
the attack mixes and the risk distributions are my own assumptions, not measurements

- Malicious requests granted (FAR)

N Legitimate requests denied (FRA)
100 4

o .
N from areal system (see Section 4.3).
D) = 3. Results
g g 3.1 Overall performance
D g Table 4 and Figure 2 show the main result. Label-based MAC admitted three of four
< g malicious requests, because insider overreach, compromised credentials and aggregation
QD ¢ all present valid labels. RBAC performed worse on FAR and also rejected legitimate users,
e é since coarse roles both over-grant and under-grant. Static ABAC removed need-to-know
G ¢ Violations and halved the FAR relative to MAC, but could not detect misuse of valid
) E attributes. The hybrid model reduced the FAR to below one percent at an FRR of about
Q U 2.6%.
o Table 4. False-accept and false-reject rates (%, mean = SD over 10 runs).
— 7? Model FAR — malicious granted \ FRR — legitimate denied
g % BLP/MAC 75.11 + 0.44 0.00  0.00
o £  RBAC 81.83 + 0.46 7.71+0.52
c
e = 2  ABAC (static) 39.93 +0.37 0.00 = 0.00
&)
Y1 Proposed hybrid 0.94 + 0.04 2.59 +0.09
n
Q
-
Q
<
c
Q
Q
@]

80 -

60 1

40 A

Share of requests, %

PRACTICE

20 4

0.0 0.9 ek
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Figure 2. Share of malicious requests granted and legitimate requests denied, by
model.
3.2 Results by attack class
The per-class results (Table 5, Figure 3) show why the hybrid design works.
Privilege escalation is stopped by every model that includes the lattice. Insider overreach is
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stopped once need-to-know is expressed, which requires ABAC. Compromised credentials

and bulk aggregation pass both lattice and static ABAC in every case and are caught only
by context and rate conditions.
Table 5. Share of attacks that succeeded, by attack class (%, mean over 10 runs).
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Attack class BLP/MAC RBAC Static ABAC  Proposed
hybrid

Insider overreach 100.0 92.3 0.0 0.0

Compromised 100.0 92.3 100.0 2.0

credential

Privilege escalation 0.0 50.3 0.0 0.0

Bulk aggregation 100.0 92.1 100.0 3.3

BLP/MAC B ABAC (static) - Froposed bybrid

TV [e— o —
80 4

60 4

40 4

204

0 — - .

T
Insider Compromised Privilege Bulk
(no need-to-know) credential ascalation aggregation

Attacks succeeding, %

10N

Figure 3. Attack success by class for MAC, static ABAC and the proposed hybrid
model.

3.3 Sensitivity to the risk threshold

The risk threshold t controls the trade-off between security and availability (Figure
4). A strict threshold of 0.2 gave a FAR near zero but denied about 26% of legitimate
requests, which would be unworkable in operations. Raising t to 0.8 cut the FRR to about
2% but the FAR rose to about 4%. The chosen value of 0.45 lies near the knee of the
curve, where the FAR is below 1% and the FRR under 3%. Above t = 0.5 the FRR barely
improves, because the remaining denials come from the two-person rule and failed step-up
rather than from the risk score.
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~@- FAR (malicious granted)
25 4 ~@~ FRR (legitimate denied)

012 0?3 0.'4 0?5 0.6 Of7 0t8
Risk threshold T

Figure 4. Effect of the risk threshold t on false-accept and false-reject rates for the

hybrid model.

4. Discussion

4.1 Principal findings

Three findings stand out. First, each layer closes a specific gap and none is
redundant: the lattice stops escalation, ABAC stops insiders who overreach, and context
and risk stop attackers who hold valid credentials. This matches the reasoning behind
unified lattice, role and attribute models [11] and behind zero-trust guidance that decisions
should use continuous evidence rather than a single login [9,17]. Second, the cost of these
protections is modest if the threshold is tuned, with an FRR of about 2.6% in the baseline
configuration. Third, RBAC alone performed worst in this setting, which is consistent with
the long-standing observation that roles are a poor proxy for need-to-know [20,10].

4.2 Practical implications

For system owners, the results support an incremental path: keep the existing lattice
as a floor; add mission and handling attributes to documents and users, which delivers the
largest single gain; then add device posture, network zone and a risk score. The two-person
rule should be limited to the highest classification, since it is the main source of residual
denials and delays. Attribute quality is a precondition for all of this, so attribute
management and audit deserve at least as much engineering effort as the policy engine
[8,10]. Detailed control families for such deployments are given in NIST SP 800-53 [16],
and database-level enforcement should follow the principles in [18].

Residual risks remain even in the model. The hybrid model enforces access, not use
after disclosure, so usage-control extensions [12] are relevant for downstream handling.
Safety questions about how rights can propagate through a system are undecidable in
general [14], which argues for keeping the policy small and auditable. The classical design
principles of least privilege, fail-safe defaults and complete mediation [13] still apply to
the PEP and PDP themselves, and the foundational notion of a protection matrix [15]
remains a useful way to review the resulting policy.

4.3 Limitations

This evaluation has several limitations that readers should weigh heavily. (1) The
data are synthetic and the attack mixes, risk distributions and approval rates were set by the
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author; the results therefore illustrate the mechanism and its approximate magnitude and

are not an empirical validation. In particular, the very low FAR partly reflects the
assumption that risk signals separate attackers from legitimate users reasonably well. (2)
Adaptive adversaries who learn to keep their risk score low, or who compromise a trusted
device, were not modelled. (3) Availability costs in the field, such as degraded
connectivity that makes step-up or approval impossible, are only crudely represented by
the 3% exceptional-use group. (4) The model does not address integrity (the Biba concern
[2]), covert channels or cryptographic protection of stored documents. Future work should
replay anonymised access logs from a real system, red-team the risk engine, and test
usability with operators.

5. Conclusion

A hybrid access-control model that keeps a Bell-LaPadula lattice as a non-
bypassable floor and adds ABAC need-to-know, device and network context, risk-adaptive
thresholds and a two-person rule for the top classification removed nearly all simulated
attack paths that defeat label-based and role-based control, at an availability cost of under
3% of legitimate requests. The result is consistent with current zero-trust direction, but it
rests on a synthetic evaluation and should be treated as a design hypothesis to be validated
on operational data before adoption.
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